
Remediation 



Terms (for this Presentation) 
 Vulnerability – a software flaw, mis-

configuration, or non-compliant setting that 
enables unauthorized access or use of a 
device 

 Remediation – a change to the system 
configuration or installed software files in 
response to a vulnerability 



Use Cases 
•  Remediate one or more computing assets for 

all vulnerabilities found 
•  Remediate one or more computing assets for 

a subset of vulnerabilities found 
•  Apply one or more remediations to one or 

more computing assets regardless of their 
current state 

•  Question : What use cases are we missing? 



Derived Requirements 
  Uniquely identify a remediation (Enumeration) 
  Express data about the content of a remediation (Markup 

Language) 
  Express how to perform a remediation in a machine 

readable form (OVRL) 
  Develop a method of specifying which remediations 

should be applied to which assets in a given environment 
  Develop a control language to express computing assets, 

remediations, and variables 
  Express results of remediation 
  Question : What requirements are we missing? 
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Unique Identification 
  Unique Identifier for a remediation 

–  Current litmus test – CRE represents a set of 
actions to remediate a specific vulnerability 

  Use lessons learned from CVE 
  A CRE consists of a unique identifier and a 

description 
  Question : Do we need a CRE identifier to support 

vendor interoperability and compliance reporting?  
  Question : Should it allow for both global and local 

identifiers? 
  Question : What should the identifiers look like? 



CRE Markup Language 
 Developing a Remediation Markup Language 

(“RML”) specification 
 Expresses metadata such as 

–  CRE Description 
–  When a CRE was created 
–  Who created it 
–  When a CRE was modified 
–  Who modified it 

 Question : What other metadata should we 
capture? 



CRE Markup Language 
 Conditions where the remediation is 

applicable 
–  In response to a given CVE or CCE 
–  On what platforms (CPE) 

 Remediation Steps 
–  Prose version for use in documents 
–  Reference to a machine readable version 

 References 
 Question : What other data is valuable in 

“RML” 





OVRL 
 Functional description of a remediation 
 Leverage “lessons learned” from OVAL and 

other SCAP specifications 
 Reuse existing OVAL constructs where 

possible 
–  Objects 
–  Variables 
–  States 



OVRL 
 Prerequisites for successful action 

–  Disk Space 
–  Existing software state 

 Ordering 
 What changes to make to the system 
 Steps to take after making the modifications 

–  Reboot 
–  Restart service 

 What to do when an action fails 



OVRL 
 Question : Should we use the OVAL schema, 

extend the OVAL schema, or create OVRL 
analogs? 

 Question : How should we approach “undo” 
functionality? 





Policy Specification 
 Specify a security policy for an organization 

–  Identify the allowed/preferred remediations for a 
given vulnerability 

 Allow for application of remediations without 
performing an evaluation first 

 Deploy different remediation policies to 
multiple organizational assets/capabilities 

 Question : Should we investigate the use of 
XCCDF for this purpose?  



Remediation Applicability 
  Use of a “Control Language” 
  Express the assets to apply remediations to 

–  IP Range 
–  Active Directory Membership 
–  Machine Names 

  Express the remediations to apply (vs. following pre-
deployed policy) 

  Express variables for use in remediations 
  Express Restrictions, Delays, additional options 



Remediation Applicability 
 Question : Do we need other control 

languages? 
 Question : If so should we have one large 

specification or multiple smaller ones? 
 Question : Are there existing specifications 

we should be looking at to use as control 
languages? 





Returning Result 
 Question : Is it valuable to return results from 

the remediation engine itself? (success/
failure/error) 

 Question : What types of results and what 
level of reporting is desirable? 





Conclusion 
 More information will be forthcoming on the 

emerging specs mailing list 
 Actively seeking feedback 
 Currently working on schemas and 

specifications 
 Currently working on a reference 

implementation for OVRL 
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