Enterprise-Level Assessment and Reporting

* The concept

= Assessment Results Format (ARF) with Summary
Results

= The Policy Language for Assessment Result Reporting
(PLARR)
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IS this worth doing?

= [|s anyone already doing enterprise reporting?
— Proprietary?
— Open? (Using SCAP potentially?)
= |s this worth standardizing the data exchanges with NIST?
— If so, is it worth adding to the SCAP Validation program?



The detailed, per-device assessment results
language



» Packages information any SCAP validated tool must already produce
— OVAL Results
— XCCDF Results
= Adds network info, CPE inventory, Ops-Attributes
— CPE Inventory = findings reported against OS & applications
= Supports object re-use
— References instead of building stand-alone objects
= Has built-in replication support
— Action/Status tags
=  Simplistic — Supports comprehension and CDS



ARF Data Schema Top Level Goncept

= A “report” consists of some number of “report objects” that can be
paged

— Each type of object is assigned a unique ID and can be
referenced

— Intended to support paging — 0 to many report objects/page

(C] AssessmentReport

I—reportObject
;e

«chaice»
(C] ReportObject

+ geolocation /° + organization_info / +external_network_data/ + person

+operational_attributes
1.1 =31

+ device
0424

+scan_data
1.1



Device Record - The Key ARF Data Type

» The stuff from the DoD data modeling efforts
— We're pretty sure we need
— We're pretty sure we can get

— No hardware inventory (disk drive, uprocessor, memory, etc.)

= May re-look that before 1.0 release

+ operational_attributes
0.1

N

® Device
+ configuration/+ device_ID +composed_of /+composes \+identifiers
0.1 1.1 0.* 0.1 0.1
(C] Configuration ® DevicelD ® Deviceldentifiers

C) OperationalAttribute ID

+ scap_results
0.1

® SCAPResults

+ cpe_inventory
0.1

+ network_configuration
0.1

C) CPEInventory C] NetworkConfiguration
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Reporting Data Elements & Relationships:

The ARF Device Model

+configuration
0.1

+operational_attributes
0.1

| |
lo Configuration | ! OperationalAttributelD | | SCAPResullts |
|

+cpe_inventory\  + network_configuration

0.1 0.*

® CPEInventory

IG NetworkConfiguration

+cpe_record

+external_network_data\ +host_network_data
0.1 0.1

_________________ .
| ExternalletworkDatalD : |0 HostNetworkData
|

+ connection_ip + subnet_mask
0.1 0.1

——————————

= e s s e e

+identifiers
0.1

® Deviceldentifiers

+FQDN
04%

® DomainName




er Software Product Data (aka cpe-record)

(c] cpeRecord 3
/ § + installationD : string [0..1][®—

+instance

+ personCentificate +deviceCertificate /" +scan_data\ +family +function +patch + platformName +role
0.* 0.r 0.1 0:% 0 0.1 {10
+service |0 Instance wnerabiy T D] |0 Family |0 Function setting 4 Patch |0 PlatformName |0 Role
0.* 2 o e 0:* 2 Sl [y SENBE TGy = - - 7 Az 0.* + «attribute» name : string [0..1] = 3 - -
[ + «attribute» instancelD : string [1..1 Commmmad (| e I | + cattribute» family - string [1..1]] | +«attribute» function : string [1..1] §atibites diering [ | + «attribute» unknown : boolean [0..1]] | + «attribute» role : string [1..1]
'y - attribute» id : string [1..1]
+sewvice +vulnerability + setting +assessedName
0:% 0:% 0:%

e _ Somvico Lc) Setting

:i:g{:gﬂig e fg'glgege]"[11] i ‘0 Vulnerability +parameter : Parameter [0.'] IG AssessedName

+ «attribute» ipV4Address : IPv4AddressType [0..1] \+«attribute» cvelD: cveNamePatternType [1..1] :Z;gﬁgﬂgz gggllg fée_Niﬁe':’[EﬁﬂnType 0.1 [+«attribute» name : namePattern [1..1]

+ qattribute» ipVBAddress : IPvBAddressType [0..1] b seuingVamé 3 Stgn o)

+ «attribute» macAddress : MACAddressType [0..1] g sSng 2,

+ protocolAndPortRange +detailed_results
0:%
IO ProtocolAndPortRange [ AT, 1
- | SystemData |
| +«attribute» protocol : PratocolNumberType [0.1 ] |
i+ portRange
0.
[c] PortRange

+portlsARange : boolean [0..1]
+portStart : PortAddressType [0..1]
+portStop : PortAddressType [0..1]




Operational Attributes

+security_marking /+owning_service
0.1

|0 Security_Marking
| + «attributex» foiaBExemption : FOIA_Exemption_List [0..1]

+_attrGroup1
1.1

(c] OperationalAttributes

+ current_aor : string [0..1]
+region : string [0..1]
+mac_level : MACLevel [0..1]
+ confidentiality_level : ConfidentialityLevel [0..1]

+ fips199_confidentiality : FIPS199ImpactLevel [0..1]
+fips199_integrity : FIPS199ImpactLevel [0..1]

+ fips199_availability : FIPS199ImpactLevel [0..1]

+ por_managed : boolean [0..1]

+ system_affiliation : System [0.*]
+DaoD_netwaork : string [0..1]
+network : string [0..1]

+cesd : CircuitlD [0..1]

+circuit_id : CircuitiD [0..1]
+role: Role [0..]

+ function : Function [0..*]

+ administration_unit +end_service_provider owning_unit
0.1 0.1 0.1

©® OrganizationD /0 PersoniD

+ administration_poc
0.1

(C] Entityldentifier

+resource : anyURI [1..1]
+ record_identifier : string [1..1]

operational_attribute_ID
131

@ OperationalAttribute D

|0 GeolocationID




= An additional XML schema
= Pros
— Adds additional information
— Supports products that don’t use OVAL/XCCDF
— More lightweight
= Cons
— Another XML schema to implement



= Specifies most fields, increasing structure and reliability

= But overspecifying means implementing things that will
never be used

= What's the appropriate level?



Summary Results

When you just want a single question
answered



summary Resuits Functionality

= Allows for Concise reports on single assessment checks
— CPE platform definitions
— CVEs
— CCE parameters
— OVAL Definitions
— XCCDF Benchmarks
— Patches

* Provides results either as Counts or Lists per finding
— (true/false, pass/fail, not applicable, not checked, error)
— Lists by: IP, Domain Name, Record ldentifier

= Plus population data and scan data
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summary Resuits Top Level Goncept

® ResultsPackage

+benchmark+ cce

+cpe + PopulationCharacteristics
0.* 123

+ ovalTest + patch
% 0.*

(C =) esultPopulationCharacteristics

+source : anyURI [1..1]
+ «attribute» populationSize : integer [1..1]

® CPEResults

@ PatchResults

@ OVALResults

+benchMarkliD

+cpeType  frscanData +cceResultltem [+ cveResultitem ovalTestResultitem '\ + OvalTestlD + patchlD +patchResultitem
0.1 0.1 3 1.1 1A%

©  Entityldentifier
+resaurce : anyURI [1..1] @ PatchResultitem
+ record_identifier : string [1..1]

@ ScanData

@ Platform

logj?il"w HEANDtaID [acenner Feontont IG BenchmarkCompIianceltem| +Che°kc°ﬁ_ﬁlian°eltem |0 CCEResultitem ||0 CVEResultitem | ® OVALResultltem

+rf_s.lm Hesf_l_tyalue @ BenchmarkCheckResultltem | Hf__s.”" ”ff.”h ey ”f__s.u“
___________________________________ -
+resultValue
«choice»
c] ResultValue
+ record_identifier : string [1..]
+count : integer [1..1]
+ domainName [+ ipAddress + _attrGroup1
% 131 1030
«attibuteGroup»
@ GroupByVariables
- = - + «attribute» macLevel : MACLevelList [0..1]
(c] DomainName (c] MixedT ypelPAddressList + «attribute» confLevel : ConfidentialityLevelList [0.

3
B T 3 > ttribute» fipsConf : FIPS199ImpactLevelList [0..1
+host_name : anyURI [1.1] +ipVBAddress : IPvBAddressType [0.7]| | «at ! i !

+ «attribute» realm : anyURI [1..1] +ipV4Address : IPv4AddressType [0.*] I:gg;:gﬁtt:z g:s:mt/:g E:Eg}ggnm‘;ggkgg:ﬂg [[31
+ «attribute » organization : string [0..1]

+ «attribute» region : string [0..1]

+ «attribute» domain : anyURI [0..1]

]
]
1
]

The Assessed item is listed first, then lists or counts per possible finding value



- <summRes:platform id="Windows XP with Flash">
- <cpe:logical-test negate="false" operator="AND">
<cpe:fact-ref name="cpe:/o:microsoft:windows_xp" />

<cpe:fact-ref name="cpe:/a::flash" />
</cpe:logical-test>
</summRes:platform>
- <summRes:cpeResultltem cpeFinding="true">
- <summRes:result>

411C 1Oo0KC

<l-- ne issue that the network may

to the DR tracking.
<summRes:count>16</summRes:count>
</summRes:result=
</summRes:cpeResultlitem>
- <summRes:cpeResultltem cpeFinding="false">
- <summRes:result>
<summRes:count>300</summRes:count>
</summRes:result=
</summRes:cpeResultltem>

- <summRes:cpeResultltem cpeFinding="not applicable">

- <summRes:result=
<summRes:count>70</summRes:count:
</summRes:result>
</summRes:cpeResultltem>

- <summRes:cpeResultltem cpeFinding="not evaluated">

- <summRes:result=
<summRes:count>450</summRes:count:
</summRes:result=
</summRes:cpeResultltem>
</summRes:CPEResults >

Seems like we'd nee



Sample - Arbitrary OVAL Definition, Listed by IP, Sorted
by Region

- <summRes:OvalTestID>
<cndc:resource>http:/ /www.mitre.oval.org</cndc:resource>
<cndc:record_identifier=Definition_123 </cndc:record_identifier=
</summRes:0OvalTestID>
- <summRes:ovalTestResultltem ovalFinding="true">
- <summRes:result region="US">
+ <summRes:ipAddress>
</summRes:result=
- <summRes:result region="non-US">
- <summRes:ipAddress>
<summRes:ipV4Address>192.168.1.6</summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.7 </summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.8</summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.9</summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.10</summRes:ipV4Address>
</summRes:ipAddress>
</summRes:result>
</summRes:ovalTestResultltem>
- <summRes:ovalTestResultItem ovalFinding="false">
- <summRes:result region="US">
- <summRes:ipAddress>
<summRes:ipV4Address>192.168.1.11</summRes:ipV4Address >
<summRes:ipV4Address>192.168.1.12</summRes:ipV4Address >
<summRes:ipV4Address>192.168.1.13</summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.14</summRes:ipV4Address =
<summRes:ipV4Address>192.168.1.15</summRes:ipV4Address >
</summRes:ipAddress>
</summRes:result>
- <summRes:result region="non-US">
- <summRes:ipAddress>
<summRes:ipV4Address>192.168.1.16 </summRes:ipV4Address=>
<summRes:ipV4Address>192.168.1.17 </summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.18</summRes:ipV4Address =
<summRes:ipV4Address>192.168.1.19 </summRes:ipV4Address>
<summRes:ipV4Address>192.168.1.20</summRes:ipV4Address>
</summRes:ipAddress>
</summRes:result>
</summRes:ovalTestResultltem>
</summRes:OVALResults>



Are Summary Resuits Necessary?

* Pros

— More lightweight (bandwidth and processing)

— Standard grammar for aggregation (less confusion)
= Cons

— Adds complexity to the schema

— Adds an intelligence requirement onto tools that
support it (must be able to generate aggregations)

* Could validate ARF and Summary Results separately?



» Policy Language for Assessment Results Reporting
— Request format for assessment reports

= Use cases
— Reporting and aggregation

= Am | vulnerable to CVE-2008-12347? Which hosts? Which
departments?

— Security Information Managers
» Feeds from asset managers, NOCs

= Vulnerability/Compliance/Security status by network,
organization, task, etc.

— Compliance assessments
= FDCC, Internal, etc

= Considered for (very) future SCAP Validation
requirement



Available at
= Assessment Content

— Check content (XCCDF or OVAL)

— (or) Enumeration content

— Other metadata (due dates, freshness criterion, etc)
= Asset Population

— By subnet, IP, asset ID
= Return Method




Sample PLARR - Subnet for Vuinerability

<?xml version="1.0" encoding="UTF-8"?>
<!-- Note: This lines up with scenario A-3 from the CND High Level Use Cases document -->
<plarr xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://scap.nist.gov/schema/plarr/0.1 plarr.xsd"
xmins="http://scap.nist.gov/schema/plarr/0.1">
<!-- This will scan all systems in the asset population for CVE-2008-1234
using whatever means it has, such as finding OVAL or using CPE mappings -->
<inventory_content>
<cpe_include>
<cve_include>CVE-2008-1234</cve_include>
</cpe_include>
<!-- Only returns CPE records when CVE-2008-1234 evaluates to true -->
<filters>
<cve_criterion operation="equals">found</cve_criterion>
<ffilters>
</inventory_content>

<!-- Scans any assets in the subnet 129.83.175.0 -->
<asset_population>
<subnet_criterion>129.83.175.0</subnet_criterion>
</asset_population>
<!I-- Response will be posted to the given URL-->
<post_response href="http://cyoc.mitre.org/hosts/3" />
</plarr>



<?xml version="1.0" encoding="UTF-8"?>

<plarr xmins="http://scap.nist.gov/schema/plarr/0.1" xmIns:cndc="http://metadata.dod.mil/mdr/ns/
netops/net_defense/cnd-core/0.41">

<!-- Passes XCCDF and OVAL to the assessing system -->
<check_content>
<reference system="http://checklists.nist.gov/xccdf/1.1" href="http://nvd.nist.gov/vulnerabilities/
xccdf/windows.xcedf.xml" />
</check_content>

<!-- Scans a system by asset id -->
<asset_population>
<id_criterion>
<cndc:resource>http://assets.mitre.org</cndc:resource>
<cndc:record_identifier>/assets/3</cndc:record_identifier>
</id_criterion>
</asset_population>

<!l-- Only wants assessment results back, in SCAP form (XCCDF+OVAL) -->
<post_response href="http://assets.mitre.org/hosts/3" />
</plarr>



= Request/Response transport specifications?

— How do you actually send the PLARR and receive the
response?

— Maybe not part of the XML Schema, but part of the
validation requirements.

= Error Handling
— PLARRETrror response type

= Adds complexity, but also adds detail and consistency

— Or rely on transport (500 error)
» Less complexity and up front cost, but more inconsistency



What's the scope? (2)

= Aggregations and Groupings
— |Is there any value to doing this?
= Save bandwidth, processing overhead

— Is it worth the implementation cost?
= Complex request schema, response schema
= Should we break it out into separate validation requirements?



= There are existing ARF schemas for certain fields.
— CND Core: Asset information, common value types
— SCAP Core: Common SCAP types
— ARF: Assessment Results
= Should we import those namespaces”?
— Prevents miscommunications, reimplementations

— But forces implementation of a large set all at once
= Should PLARR always return ARF?

— Forces similar grammars
— But forces tools to return all SCAP as ARF



ARF

— Already submitted to NIST as an emerging spec
— Wil be posted to emerging specs list

Summary Results

— Will be posted to emerging specs list

PLARR

— Wil be posted to emerging specs list

Reply on list with comments



